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Abstract
Public health programs today constitute a multi-professional inter-organizational environment, where both health service and
other organizations are involved. Developing information systems, including the IT security measures needed to suit this complex
context, is a challenge. To ensure that all involved organizations work together towards a common goal, i.e., promotion of health,
an intuitive strategy would be to share information freely in these programs. However, in practice it is seldom possible to realize this
ideal scenario. One reason may be that ethical issues are often ignored in the system development process. This investigation uses
case study methods to explore ethical obstacles originating in the shared use of geographic health information in public health
programs and how this aﬀects the design of information systems. Concerns involving conﬁdentiality caused by geographically
referenced health information and inﬂuences of professional and organizational codes are discussed. The experience presented shows
that disregard of ethical issues can result in a prolonged development process for public health information systems. Finally, a
theoretical model of design issues based on the case study results is presented.
 2002 Elsevier Science (USA). All rights reserved.
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1. Introduction
There have been drastic changes in the provision of
health services since the introduction of computers
about three decades ago [1]. Following this develop-
ment, issues related to the protection of personal health
information have resulted in both technical research and
political debate [2]. The ease with which public records
are available and technological development make the
total amount of information and deducible knowledge
about a person more comprehensive than ever before [3].
However, it is increasingly diﬃcult to withhold personal
data when engaging in everyday life. This can be seen in
modern health care, for instance, where the structure has
shifted from being a patient–physician relation to a
patient–team relation in which the concept of conﬁ-
dentiality is becoming more and more blurred due to the
many parties involved [4]. This leads to a reduced ability
to control the use of personal information and the fear
of misuse among the public is ever-increasing [5]. In this
context, the accuracy of the data and technical problems
are lesser constraints than the publics concern about
privacy [6]. Despite this fact, privacy issues in public
health surveillance have often been neglected in the de-
velopment of information systems (ISs) and the con-
struction of regulations and laws.
In addition, advances in information technology, the
development of new health ISs, and the increasing use of
tools such as geographical information systems (GISs)
will only increase the demand for more and better data
[7,8]. This scenario is especially commonplace in public
health programs with their multi-professional inter-or-
ganizational environment and division of labor. This
results in a need to clearly structure issues such as in-
formation conﬁdentiality and access rights from the
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start of the program. Although traditional health in-
terventions in clinical settings and public health have
much in common, a distinction has been made between
traditional medical ethics and public health ethics.
Traditional ethics are based on the individuals rela-
tionship with physicians and other health care profes-
sionals while public health tries to maximize the public
good [5,9]. This contradiction results in a dilemma
where the interests of individuals have to be balanced
against the interests of the public. However, the public
good alone is not a suﬃcient reason for privacy rights to
be ignored [9].
Maintaining conﬁdentiality when sharing health data
in an inter-organizational context, especially outside the
health care organization, can present a complex network
of interactions [10]. But due to the fact that the orga-
nizations work together towards a common goal, i.e.,
the promotion of health, it should be natural to share
data. How will this conﬂict of interests aﬀect the design
of ISs for this intricate environment? In this paper, we
explore ethical issues related to sharing of health infor-
mation. Speciﬁcally, the aims are to analyze ethical
conﬂicts that arise when sharing geographically refer-
enced health data in public health programs and how
this aﬀects the design of ISs.
1.1. GISs in public health
The spatial dimension is one of many parameters that
can be used to describe a populations health. By having
geographically referenced health data logically struc-
tured in a geographic information system, it is possible
to study causal relationships, dispersal patterns for dis-
eases, etc. [11,12]. Often diseases or injuries appear as
spatial and/or temporal clusters. When studying the
spatial distribution, it is possible to correlate to the
context in which they originate, which is troublesome if
using traditional statistical methods. The etiological
knowledge gained increases possibilities of promoting
health and preventing disease. Several authors predict
GISs as being one of the more important technologies in
the new public health organization [13,14]. However, the
possibilities oﬀered by GISs in processing and cross-
matching geographic data cause concern. GISs have the
potential to be more threatening to privacy than many
other information technologies due to the possible
combination of powerful data integration and analysis
capabilities with data that are local in nature [15].
1.2. Legal rights and ethical concepts
The foundation of many parts of legal systems is a
right to privacy because a sphere of privacy is funda-
mental for the exercise of personal liberty and autonomy.
In most situations, the duty to respect the privacy of
someone else is a prima facie duty, i.e., not an absolute
duty [16]. The civil rights of individuals are protected in
several ways by law, although it might be diﬃcult to as-
sess the nature and extent of this protection. According to
Collste [17] violation of privacy occurs when there is an
intrusion into the private sphere and when facts that
could be considered sensitive to privacy are distributed.
What these facts are about may vary between societies, as
could the deﬁnition of person and privacy [17]. As a re-
sult, one of the key elements for privacy is the right to
control information about oneself [16].
Another important concept, especially concerning
health data, is conﬁdentiality. Conﬁdentiality is a fun-
damental concept for all medically trained persons and
it constitutes a signiﬁcant part of their professional
codes. Conﬁdentiality is created when a person is ob-
liged or asked to hold a conﬁdence [9]. It cannot be
breached unless it becomes necessary in order to protect
the welfare of the individual or community or if the law
requires it, i.e., it is a prima facie duty [18]. However, to
justify disclosure of conﬁdential information there is a
need to gather proof to support the rightness of the act.
1.3. The need for IT security
Traditionally, conﬁdentiality, integrity, and avail-
ability are considered to be the main aspects of IT se-
curity. In this paper, focusing on ethical aspects of
research applications of data, privacy is a main issue. As
Anderson [19] points out, the issues of privacy and
conﬁdentiality overlap. However, assuming a privacy
policy, maintaining the conﬁdentiality of information
related to individuals becomes the main issue in pro-
tecting their privacy. From another perspective, the
conﬁdentiality of information has to be protected in
order to maintain the conﬁdence put in a person or an
organization. Information integrity is important in or-
der to avoid dissemination of incorrect information
about individuals. The conﬁdentiality and integrity of
information requires protection against unauthorized
reading and writing of data. To accomplish this, the
processes of access control, authentication, and autho-
rization are essential.
Access control is used to prohibit unauthorized ac-
cess to data and services and requires eﬃcient authen-
tication (i.e., veriﬁcation of claimed identities) and a
complete set of access rights. Authorization involves
determining the access right, which is a demanding
process posing both technical and organizational prob-
lems. To begin with, the issue of who has the right to
decide on access rights has to be resolved. Subsequently,
mechanisms for assigning and verifying access rights
have to be incorporated in the system. In real systems,
compromises have to be accepted in realizing these is-
sues (e.g., considering the use of the need-to-know
principle versus granting access to everything not ex-
plicitly prohibited). Thus, an access control system has
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to be based on carefully analyzed and accepted com-
promises between security, eﬃciency, and cost.
1.4. Contextual background
The data collection used in this study was performed
in the municipality of Motala (population 41,000) in the
County of €Osterg€otland, Sweden. In 1983 the Munici-
pality Administrative Oﬃce (MAO) developed an action
plan for an injury prevention program called Motala
Safe Community (MSC) [20]. The action plan was based
on WHOs framework for local injury prevention ini-
tiatives, and in 1990 Motala was recognized as a Safe
Community. In MSC two main organizations are in-
volved in the collection and analysis of data; the County
Council of €Osterg€otland, and the MAO in Motala. At
the County Council there are two subunits of special
interest; the emergency room (ER) at the hospital in
Motala, and the Center for Public Health Sciences
(CPHS). In 1998 a new procedure for routine injury data
registration was implemented. All injured persons who
enter the ER are registered on a special form. The form
includes information such as the medical code for the
injury, what caused the accident, and where the accident
took place. This information will then ﬁrst be analyzed
by the CPHS and then by the MAO in Motala. The
CPHS analyzes the data to be able to perform statistical
calculations of the publics health status at county level
and to gain more knowledge about the epidemiology of
unintentional injuries. The MAO analyzes the data to
generate statistics on a local level and to be able to
initiate preventive actions. In this study we focus on the
CPHS and the MAO since they are the primary units
that manage and distribute the data.
2. Methods
The study is based on two parts (Fig. 1), an explor-
ative case study [21], comprising interviews with public
health practitioners and a mass media survey, and the
development of a scenario from which a theoretical
model of design issues was deduced. In the mass media
survey, the opinions of the media and the public, con-
cerning ethical issues in connection to MSC, were
studied from the period when the intervention program
started in 1983 until the date of the study (fall 2001).
After this, design implications were identiﬁed. To gain
an understanding of how ethical issues in public health
programs are handled in reality, interviews were per-
formed. The interviews were carried out with six persons
working either directly with the injury data or indirectly
with the information management in MSC. There were
three persons from the MAO and three from the County
Council. They represented three diﬀerent areas of re-
sponsibilities in their respective organization but their
assignments were comparable across the organizations.
The interviews were conducted in a semi-structured
manner [22]. An interview guide constituted the core of
the conversation, but a free dialog was encouraged when
suitable. All interviewees were asked and agreed to be
recorded. The researchers used the tapes as a comple-
ment to the notes taken. The interviews were summa-
rized separately and then similar issues were grouped
and categorized. The function of this categorization was
twofold: ﬁrst, to evaluate whether further interviews
were needed and second, to identify diﬀerences and
similarities in the data. A synthesis was then made of the
relevant information extracted from the notes and tapes
and design implications were identiﬁed. By specifying a
scenario, a particular situation or interaction can be
described from the users point of view [23]. In this case,
the scenario describes an injury event, its context, how
the injury is recorded, and how the resulting data are
later used by diﬀerent organizations. From this scenario,
a theoretical model is constructed. Thereafter, a com-
parison and analysis of the levels of awareness and ac-
tion observed in theory and practice were initiated.
3. Results
3.1. Mass media
Of the total number of around 700 newspaper articles
surveyed, sixteen (2%) dealt with issues concerning the
registration process. Of these sixteen articles, two (from
1998) raised opinions directly against the recording of
injury data, speciﬁcally the sharing of data between the
County Council and the MAO. The articles were a re-
action against the MAOs application to the Swedish
Data Inspection Board to have access to the identiﬁable
Fig. 1. Overview of the study process.
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record of the injuries registered at the ER. They argue
for a better protection of privacy and control of conﬁ-
dentiality, i.e., that the distribution of person-identiﬁ-
able data should be restricted.
Three of the articles (from 2000) ask for more visible
feedback because too few results from the injury preven-
tion program are presented to the public. Another article
(from 1996) argues generally against the Nanny State
where ‘‘everything’’ is registered. Speciﬁcally, it was a
reaction to the suggestion of a new law onwearing bicycle
helmets. In addition to the articlesmentioned above, there
are approximately ﬁve articles per year commenting on
the injury situation in the community. The rest of the 700
articles discuss the MSC program, what has been done,
advertisements for up-coming events, new initiatives, the
importance of taking safety precautions, etc.
3.1.1. Design issues
The main issue identiﬁed was a request to protect
privacy and conﬁdentiality so that the general public feel
conﬁdent that their health data is treated in a secure
manner. Further, a feedback loop of the injury status to
the public was requested.
3.2. Interviews with public health practitioners
The Safe Community initiative is a joint program
between the County Council and the MAO with the
intention of reducing unintentional injuries. However, it
is only the County Council that is responsible for
gathering the data at the ER. With reference to this
unilateral distribution of work, ethical policies such as
those addressing conﬁdentiality can, and have, resulted
in problems in cooperation. According to the concept of
conﬁdentiality, it is only possible to share data with
others who are obliged to the same conﬁdentiality con-
cept and need the information in their profession. This
corresponds to the sound security practice of distribut-
ing data on a need-to-know basis. Otherwise the infor-
mation needs to be de-identiﬁed in a secure manner.
Sharing health data is diﬃcult since it is safeguarded
by diﬀerent kinds of conﬁdentiality depending on who
has collected it and what the data is about. To solve the
individual case there is a need for dialogue based on the
perspectives of the diﬀerent users. By forcing organiza-
tions to commitment, the amount of dialogue will in-
crease. The dialogue will also force each partner to think
through and motivate each argument, which in turn
leads to a more structured culture of sharing data.
The two organizations are permeated with somewhat
opposite concepts—conﬁdentiality in the County Council
and the right of public access to oﬃcial documents in the
MAO. Although both organizations are actually aﬀected
by both these concepts, they have diﬀerent impacts de-
pending on the organizations primary activities. The
strong inﬂuence these concepts exercise aﬀects the com-
munication process between the parties. The dilemma is
accentuated because the newspapers often publish in-
formation the MAO is denied access to with reference to
conﬁdentiality. However, journalists are not subordi-
nated to conﬁdentiality in their work in the same way that
the health care service is.
In addition, there is some territorial thinking. The
cooperation studied here is new and no pre-deﬁned di-
vision of tasks exists, which makes it diﬃcult to estimate
the eﬀects of the cooperation. It is also partly an eco-
nomic question where both parties have strained bud-
gets. This results in a slight unwillingness to accept new
tasks since, if they are someone elses responsibility, the
costs should be debited to the other partys budget.
These problems complicate the sharing process.
There are some built-in organizational barriers for
sharing data between the County Council and the MAO.
The special injury registration means an extra workload
on already strained personnel at the ER. The purpose of
this registration is fewer injuries. However, since the ER
gets paid by the number of patients they treat, this means
less money potentially resulting in staﬀ reduction, which
in turn will put additional strain on the personnel re-
maining. A similar phenomenon is identiﬁed in theMAO
where more registrations result in more preventive ac-
tions needing to be initiated, which increases expenses.
Even if these barriers do not aﬀect the will to work on
preventive measures, they should be recognized.
3.2.1. Design issues
There is a need to be able to de-identify data in a secure
manner and a dialogue has to be enforced between the
involved parties. Moreover, organizational barriers, at-
titudes and the diﬀerent needs, i.e., non-functional re-
quirements among the users need to be identiﬁed and the
outcome of the program should be estimated as far as
possible early in the design process.
3.3. Scenario
The public health scenario is based on management
of data from four sources: medical, spatial, causal, and
attribute data. It also captures the intention that the
data should be shared between the County Council and
the MAO, leading to a need to manage inter-organiza-
tional aspects (Fig. 2). The diﬀerent types of data pres-
ent diﬀerent problems and when combining them
diﬀerent types of new problems arise, i.e., the whole is
more than the sum of the parts. In addition, in public
health programs, there is often the need to share health
data with non-medical organizations such as MAOs.
These inter-organizational aspects make the context
even more complex. All this taken together results in a
dynamic problem sphere (Fig. 2). It should be noted that
environmental data have intentionally been left out
of this scenario so as not to make the scenario too
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complex. This decision is based on the fact that the
purpose of the scenario is to demonstrate ethical issues
arising when sharing geographically referenced health
data and not the functionality of an IS. Even though the
environment is an important parameter, in this case it
would introduce more complexity to the analysis, but
not contribute to the discussion on sharing geographi-
cally referenced health data and the ethical problems
that might arise therefrom. The scenario is as follows:
Ms X has been to a student pub and had a few beers
with her friends. On her way home she wobbles on her
bike when hitting a bump in the street, falls, and frac-
tures her left tibia. She ends up at the ER, where the in-
jury event is documented. Later, the data is used in an
epidemiological analysis with GISs. First the medical
data, i.e., the leg fracture, is de-identiﬁed so as not to
breach conﬁdentiality. Then a spatial dimension is
added to include the place of the accident, if registered,
or the address of the patient. That the address could
pose a problem is quite obvious, but in a small commu-
nity even the place of the injury could be enough for a
person with some local knowledge to re-identify the in-
dividual. If the medical data is not particularly sensitive,
as in the case of a leg fracture, this might be of minor
concern, if any at all. However, adding the causal data,
i.e., the bump in the street and that alcohol was in-
volved, might make the data sensitive. Further, when
associated with other attribute data, such as socio-
economic data, this might aﬀect a whole area or group
of people, in this case, students as a group or an area
where many students live. To further complicate the is-
sue, there is an inter-organizational aspect. If the
MAO receives knowledge about the bump in the street,
they could prevent other accidents, but what other data
could and should be shared and how?
To evaluate competing interests like this, an informa-
tion advisory group has previously been recommended
[24]. The group should consist of representatives of
competing interests such as medicine, ethics, IT security,
patients, and other non-medically trained public health
professionals. When possible, the public should be rep-
resented as well. Here it should be noted that all County
Councils in Sweden have a person who is responsible for
decisions on the establishment of personal index ﬁles and
the inquiries about data from these ﬁles. However, since
there are many competing interests, a group of represen-
tatives from as many parties as possible would be pref-
erable.
3.3.1. Design issues
There is a need to recognize the complex problem
sphere and hence the need to provide IT security mea-
sures for sensitive data. The present research area ad-
dressing the early phase of system development is called
requirements engineering (RE) [25], see Fig. 3. Ethical
considerations, organizational issues and IT security are
all classiﬁed as non-functional requirements (Fig. 3).
Therefore, both non-functional and functional require-
ment should be considered from the start [8]. Moreover,
many non-functional requirements and data sets have a
dynamic character (i.e., the structure and attributes of
Fig. 3. The requirements engineering (RE) process.
Fig. 2. The dynamic problem sphere in public health programs as
displayed in the scenario.
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supplied information), and should be re-evaluated con-
tinuously even when the IS is in operative use (Fig. 3).
This is especially important for IT security measures
since they are diﬃcult to test before the IS has been
implemented and need to be constantly evaluated in
order to meet the dynamic nature of security require-
ments and conditions. It is also important to have a
holistic approach and actively involve all stakeholders,
especially since many issues are related to the organi-
zation and not the technology. An advisory committee is
recommended to evaluate on a case-to-case-basis to
maximize the potential beneﬁt.
4. Discussion
This explorative study showed that there is a need in
public health informatics to address ethical issues in a
more complete and rigorous manner [9]. New possibili-
ties for data manipulation and almost unlimited access
result in more and new user-groups, and hence more
parties to take into consideration when considering
privacy issues [24]. However, ethical issues are usually
not seen as prominent and are often neglected, even
though this can lead to a prolonged development pro-
cess as in the case of MSC. If confronted with ethical
issues, today most system developers solve these prob-
lems on an ad hoc basis, which does not result in an
eﬃcient and satisfactory solution in the long run. A
suitable opportunity to discuss ethical issues, not only
technical, is when introducing new technology in an
organization. The experience from this study suggests
that during the later phase of the introduction, when the
technology is integrated in everyday use, it is harder to
make people prioritize ethical questions because these
are often seen as diﬀuse and diﬃcult.
The introduction of ISs is a means for organizational
change and aﬀects many people. Several researchers
have emphasized the importance of capturing social
aspects in the requirements on system design e.g.
[26,27]. The identiﬁcation of organizational barriers is
important in a holistic perspective because they func-
tion as inhibitors for sharing data, especially when
diﬀerent governmental institutions are involved since
they can be quite hierarchical and unwieldy. Enabling
information sharing in inter-organizational contexts
with multiple parties and varying interests is a diﬃcult
task where the ﬂow of information may be viewed as
being controlled by incentives and impediments [28].
Theoretically, impediments are often technical and in-
centives organizational. In practice, solutions to many
technical impediments may already exist but are typi-
cally not provided due to one or more organizational
impediments.
If the general public does not feel conﬁdent about
secure treatment of health data, this will have a negative
eﬀect on health care, research, and areas such as public
health [4]. Part of the public healths responsibility to
society is to present results in an appealing manner and
to provide the best analyzes possible [9]. This feedback
is important for creating positive public opinion. What
people want is perhaps not absolute privacy but a rea-
sonable assurance that sensitive information is treated
fairly and with respect, that high security measures are
provided, and that the information is used for impor-
tant health purposes [5,3]. The case-to-case evaluation
which is recommended results in a less restrictive stan-
dard or self-regulation that is more adaptable to todays
dynamic environment than an administrative or law-
regulated standard [15]. Further, a case-to-case-evalua-
tion should maximize potential use and hence also the
beneﬁts.
The principle of informed consent has been sug-
gested as a way to solve some of the problems with
breaches of conﬁdentiality. However, today it has lost
some of its usefulness due to the many unforeseeable
downstream users and uses [4], and due to the enhanced
possibilities presented by information technology for
collecting data about individuals without their consent
[9]. For purposes such as public health programs it is
diﬃcult to achieve this consent since the data used are
mainly secondary [9] and because many diﬀerent parties
are involved. However, the responsibility for privacy
and conﬁdentiality should embrace secondary users as
well [29].
A dynamic dualism is needed to balance the rights of
the individuals and societys rights to an eﬀective in-
formation system for delivery of health care with reli-
able and accurate databases for planning and
promotion of health (e.g. [5,8]). Moreover, when sharing
information on diﬀerent terms, as often occurs in public
health due to the division of labor, the feedback be-
comes important for mutually satisfactory co-operation
[30]. Often there is a resistance to new technology be-
cause of ignorance and diﬃculties in seeing any obvious
beneﬁts [27]. For example, how much of the full po-
tential oﬀered by GISs can be utilized depends on how
issues like privacy will be resolved [31]. To change
opinion there is a need to inform and educate both users
and the general public and it is important to have a
continuous public debate about both beneﬁts and
drawbacks [27].
Organizations both in the private and public sector
beneﬁt competitively and economically from sharing
information [32,33]. However, little research has been
done on factors that have a positive eﬀect on the extent
of sharing, especially among organizations [33]. In this
study, six persons were interviewed initially. Since many
of the issues observed were similar, no further interviews
were considered at this initial stage. To be able to draw
any general conclusions the study should be extended to
other public health programs.
C. €Olvingson et al. / Journal of Biomedical Informatics 35 (2003) 178–185 183
5. Conclusion
If ethical issues are ignored in development of public
health information systems, it can result in a prolonged
and unnecessarily complicated development process,
especially in inter-organizational contexts. Due to the
dynamic character of ethics, the public health context
and the data composition, an iterative development
process and a built-in ﬂexibility in the ISs is recom-
mended. There is also an ethical prerogative for pro-
viding solutions with high IT security to protect
sensitive data and provide valid feedback loops both to
the public and among the public health workers. The
wide array of issues covered by public health will result
in diﬃculties in deﬁning general policies on how to
share data. However, to achieve eﬃcient public health
programs, an ethical committee should evaluate each
intervention in order to reveal its advantages and dis-
advantages. This will enhance the results produced by
public health programs. Further, if reported in an ap-
pealing way, it will also increase the conﬁdence among
the general public and hopefully create a positive
opinion about the use of health data for public health
purposes. It is also important to maintain a continuous
dialogue involving both the professionals and the
public to keep pace with the dynamic character of
ethical opinions and to discuss pros and cons with
GISs. In the initial stage of a cooperative program,
there should be a phase of common pre-planning where
it is decided what and how data should be gathered
and shared depending on diﬀerent needs and possibil-
ities to provide high IT security measures. Problems
originating from ethical considerations should be taken
seriously and deserve the same treatment as technical
or social issues.
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